
 

 

 
Agenda 
Corporate Governance and Human 
Resources Committee  
November 2, 2017 | 2:00-3:00 p.m. Eastern 
Conference Call 
 
Dial-in: 1-800-289-0438 | Conference ID: 5180226 
 
Call to Order and Chair’s Remarks 
 
NERC Antitrust Compliance Guidelines 
 
Agenda 

1. Minutes* — Approve 

a. August 9, 2017 Meeting 

2. Update on Actions from 2016 Board of Trustees/Committees Effectiveness Surveys  ̶  Review 

3. 2018 Board of Trustees Effectiveness Survey*   ̶  Approve 

4. Potential Board Committee Restructuring*  ̶  Review 

5. 2018 ERO Enterprise Metrics*  ̶  Review and Endorse for Board of Trustees Approval 

6. 2017 ERO Enterprise Metrics Update*  ̶  Review 

7. Update on Executive and Board Compensation RFP Process  ̶  Information 

8. Human Resources and Staffing Update*  ̶  Review 

9. Adjournment 
 

 

 

 

*Background materials included.    
 



 
 
 
 

Antitrust Compliance Guidelines 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 

 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 

 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 

 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

· Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

· Discussions of a participant’s marketing strategies. 

· Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

· Discussions concerning the exclusion of competitors from markets. 

· Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 



 
 
 
 
 
 
 
 
 
 

· Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 

 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business. 

 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 

 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 

 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

· Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

· Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

· Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

· Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 
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Draft Minutes 
Corporate Governance and Human Resources 
Committee 
August 9, 2017 | 10:00–11:00 a.m. Eastern  
 
Westin Ottawa  
11 Colonel By Drive  
Ottawa, ON K1N 9H4, Canada 
 
Chair Robert G. Clarke called to order a duly noticed open meeting of the Corporate Governance and 
Human Resources Committee (the “Committee”) of the Board of Trustees (“Board”) of the North 
American Electric Reliability Corporation (“NERC” or the “Company”) on August 9, 2017, at 11:00 a.m. 
Eastern, and a quorum was declared present.  The agenda is attached as Exhibit A.  
 
Present at the meeting were:   
 
Committee Members Board Members 
Robert G. Clarke, Chair Gerald W. Cauley, President and Chief Executive Officer 
Janice B. Case Kenneth W. DeFontes, Jr.  
Frederick W. Gorbet David Goulding 
George S. Hawkins Jan Schori 
Roy Thilly  
 
NERC Staff 
Charles A. Berardesco, Senior Vice President, General Counsel, and Corporate Secretary 
Tina Buzzard, Associate Director 
Scott Jones, Vice President, Corporate Treasurer, and Director of Finance 
Mark G. Lauby, Senior Vice President and Chief Reliability Officer 
Michael Walker, Senior Vice President, Chief Financial and Strategic Development Officer 
 
NERC Antitrust Compliance Guidelines 
Mr. Clarke directed the participants’ attention to the NERC Antitrust Compliance Guidelines included 
with the advance agenda materials.  
 
Minutes 
Upon motion duly made and seconded, the Committee approved the minutes of the May 4, 2017 open 
meeting as presented at the meeting.  
 
ERO Enterprise and Corporate Metrics Update 
Mr. Lauby reviewed the status the ERO Enterprise and Corporate Metrics as of the end of the second 
quarter, referencing the materials included in the advance agenda package, noting the more detailed 
approach to evaluating progress against the metrics during the year.  Mr. Gorbet requested that future 
presentations provide information on the prior quarter’s results, so the Committee could evaluate 



 

            

progress quarter to quarter. The Committee indicated the new format was very useful, and 
recommended a few revisions for future presentations.   
 
Mr. Walker reviewed the development of 2018 metrics and the review process for the Board.  
 
Committee Mandate Revisions 
Mr. Berardesco reviewed the proposed amendments to the mandates for the Enterprise-wide Risk, 
Finance and Audit and Nominating Committees, all of which had been recommended by the respective 
Committees. It was noted that there was a typo in the mandate for the Enterprise-wide Risk 
Committee regarding the frequency of reporting to the Board.  With that changed, after discussion, 
and upon motion duly made and seconded, the Committee approved recommending the revised 
mandates for Board approval.  
 
Change in NERC Retirement Plans Committee Membership 
Mr. Jones presented proposed changes for the NERC retirement plans committee membership, given 
changes in roles.  Upon motion duly made and seconded, the Committee appointed the following 
individuals to serve as the committee for the company’s Employee Savings Plan and other employee 
savings and retirement plans: 
 
Scott Jones 
Damon Epperson 
Sandra Pinneke 
Andy Sharp 
 
Annual Board Effectiveness Assessments 
Mr. Berardesco presented the draft Board and Committee self-assessments and MRC assessment, 
which had been included in the advance agenda package.  He requested input from the Committee and 
stakeholders, with the goal of finalizing the assessments for Committee approval in November. Mr. 
Berardesco noted that the company was conducting an RFP for support of the assessments, and that 
there could be some changes to questions based on advice from consultants.  Ms. Case requested that 
the committee self-assessments provide for a “N/A” response when activities set forth in a committee 
mandate were not conducted during a year due to a lack of need.     
 
The Committee will also discuss at its November meeting the focus areas identified in last year’s 
assessments.   
 
Employee Reporting and Document Retention Policies 
Mr. Berardesco summarized the company’s employee reporting and document retention policies, 
noting that management was implementing more automated document retention procedures based 
on the new document management system, and that management had also updated its procedures 
around employee reporting and investigations.   
 
 
 
 



 

            

Staffing and Recruiting Update 
Mr. Jones referenced the quarterly update in the advance agenda package, noting management’s focus 
on employee development and training. The employee attrition rate continues to decline, and should 
be at the lowest level since the move of the company headquarters to Atlanta.   
 
Board and Executive Compensation Studies   
Mr. Clarke reported that the Committee had directed management to develop and distribute RFP’s for 
the selection by the Committee of a consultant for an employee compensation study, with the 
Committee having direct oversight of the study for executive management.  In addition, management 
will be developing and distributing on behalf of the Committee an RFP for Trustee compensation, with 
the study to be conducted in 2018 for potential compensation adjustments beginning in 2019.    
 
Adjournment 
There being no further business, and upon motion duly made and seconded, the meeting was 
adjourned.   
 
Submitted by, 

 

 
Charles A. Berardesco 
Corporate Secretary 
 
 
 



Agenda Item 3 
Corporate Governance and 
Human Resources Committee Meeting 
November 2, 2017 
 

 Board of Trustees and Board Committees’ Self-Assessment Surveys; MRC Annual  
Effectiveness Survey of the Board of Trustees  

  
Action  
Approve 
  
Summary  
In connection with the 2017 Board and MRC assessments, NERC management has worked with 
the CGHRC Chair to propose an approach for the upcoming assessment processes.   
 
For the Board/MRC assessment of Board effectiveness, management has engaged a consultant 
to review the survey questions that have been used during the past several years, and to assist 
in evaluating those questions for the survey beginning in 2018.  For 2017, the CGHRC Chair and 
management recommend using the pre-existing survey approach, to allow time to consider any 
proposed revisions to the surveys.  A draft of the 2017 proposed surveys is included in the 
advance agenda materials for Committee approval.   
 
For the Board Committee self- assessments, management, working with the CGHRC Chair, has 
proposed a revised approach, which would rely less on numerical scoring and more on textual 
evaluations of each Committee’s performance.  A draft of the proposed approach is included in 
the advance agenda materials.  Management and the CGHRC Chair are also proposing that the 
timing for the self-assessments be revised, to coordinate with the end of the Committee 
governance year; with the survey being conducted after the February meetings, with a report 
out on results in May.   
  
Management recommends the following timeline for the 2017 Board/MRC surveys:    

• Surveys distributed by November 8, 2017.   

• Responses due by December 15, 2017.   

• Draft summary of results provided to the Board and CGHRC Chair for review by January 
15, 2018.   

• Results will be presented for review and discussion at the February 2018 CGHRC and 
Board meetings.   

 
Management recommends the following timeline for the 2018 governance year-end 
Committee surveys: 

• Surveys distributed to Board members February 12, 2018. 

• Reponses due by March 16, 2018. 

• Draft summary of results provided to Board and Committee Chairs by April 16, 2018. 

• Results presented at May 2018 Committee meetings. 



 
Board of Trustees/Member Representatives Committee Proposed 
2017 Survey Questions 
 
Levels of Effectiveness 
1 = Needs Prompt Attention (“unacceptable performance”) 
2 = Below Expectations (“performance area with opportunity for improvement”) 
3 = Meets Expectations (“meets the required standard of performance”) 
4 = Exceeds Expectations (“exceeds the required standard of performance”) 
5 = Outstanding (“far exceeds the required standard of performance”) 
 
The survey will include a prompt requiring comment for any item rated “No” in response to a 
“Yes/No” item or a “Needs Prompt Attention” or “Below Expectations” in response to the 5-point 
levels of effectiveness scale.  Optional comments may be provided for items rated “Yes” in 
response to a “Yes/No” item or “Meets Expectations”, “Exceeds Expectations” or “Outstanding” 
on the 5-point levels of effectiveness scale. 

2017 BOT & MRC Proposed Questions BOT MRC 
Strategy 

The Board has knowledge of and familiarity with NERC’s corporate values, mission, 
vision, strategic plan, and business plan and reflects this understanding in evaluating 
key issues. 

X X 

The Board effectively works with management to establish NERC’s strategic and 
business plans. 

X X 

Board members stay abreast of issues and trends affecting NERC and the industry 
and uses this information to assess and guide NERC performance. 

X X 

The Board effectively sets priorities through the strategic and annual business plans.  X X  

The Board takes appropriate account of the international charter of the North 
American bulk power system. 

X X 

Observation and Opportunities for Improvement: X X 
Oversight 

The Board is sufficiently involved in the ERO Enterprise (NERC and the Regional 
Entities) annual business planning and budgeting process. 

X X 

The Board sufficiently ensures that the ERO Enterprise (NERC and the Regional 
Entities) business plan and budget provides for the efficient and cost-effective 
operation of the ERO Enterprise. 

X X 

The Board is sufficiently involved in monitoring the corporation’s compliance with 
regulatory requirements and directives. 

X X 

The Board sufficiently ensures that the standards development and approval 
process considers the costs and benefits of new reliability standards. 

X X 

The Board sufficiently ensures that the ERO Enterprise’s compliance and 
enforcement processes are efficient and cost effective.   

X X 

The Board's decision making process is sufficiently transparent and open. X X 



 
The Board’s decision making process is not inappropriately influenced by either 
management or the stakeholders. 

X X 

Observation and Opportunities for Improvement:  X X 
Stakeholder Relations 

The Board effectively works with the MRC and other stakeholders to seek and 
consider stakeholder input when establishing ERO priorities and considering key 
policy issues.   

X X 

The Board establishes a positive and cooperative dialogue with U.S. federal and 
state regulators. 

X X 

The Board establishes a positive and cooperative dialogue with Canadian federal and 
provincial regulators. 

X  X 

Observation and Opportunities for Improvement:   X X 
Composition/Structure 

The Board's size is appropriate and effective. X X 
Board members reflect broad diversity of competency strengths and professional 
experience. 

X X  

The Board's Committees have suitable mandates and membership. X   
Observation and Opportunities for Improvement: X X 
Board Functioning 

The Board has established procedures that ensure Board members receive written 
meeting notices, agendas and appropriate background material in time to prepare in 
advance of meetings, are presented meaningful information during meetings, and 
receive timely and accurate minutes. 

X  

The number of Committee meetings is appropriate. X X 

The Chair of the Board effectively oversees and facilitates Board activities and 
direction. 

X X 

The Chair manages meetings efficiently to allow for sufficient discussion and 
constructive input on important issues and provides appropriate allocation of time 
to agenda items. 

X X 

Board goals, expectations, and concerns are effectively communicated with the CEO 
and other senior management through sufficient, meaningful dialog during Board 
meetings or otherwise. 

X  

Board members participate as equals and communicate openly. X X 
Observation and Opportunities for Improvement: X X 
NERC Management 

The Board has appropriate access to management. X   
The Board avoids excessive involvement in detail and day-to-day management. X  
The Board is sufficiently involved in ensuring competent and well-motivated senior 
management and ensuring that proper development and succession plans are in 
place for CEO and other senior management. 

X   

Observation and Opportunities for Improvement: X X 
  



 
Other Factors* 

I feel I am personally making a meaningful contribution to the corporation by my 
attendance and participation at the Board, committee meetings, and other 
activities. 

X  

I feel my peers are personally making a meaningful contribution to the corporation 
by their attendance and participation at the Board, committee meetings, and other 
activities. 

X   

Observation and Opportunities for Improvement: X X 
 
*Yes/No questions 
 
 



 
 

 

NonPublic and Confidential 

 

DRAFT Revised Committee Self-Evaluations 
September 11, 2017 
 
Timeline and Structure 
The Committee Self-Evaluations will be administered in February, at the end of the governance year. The 
Self-Evaluations for the Board of Trustees and the Member Representatives Committee will continue to 
take place around November. 
 
The Self-Evaluations will occur online, accessible through a link provided by the vendor, consistent with 
prior practice. 
 
Survey Questions 
The Self-Evaluation for each Committee will consist of the same three questions, except the “purpose” 
included in question 2 will vary. Each question will be answered with either “Yes” or “No.” Questions 
answered with “No” will require the trustee respondent to include a comment, although the trustee 
respondent will also have the option to include a comment with a response of “Yes.” 
  
Sample Instructions: 
In considering each question, the trustee respondent should provide a response of “Yes” or “No.” The 
survey will include a prompt requiring comment for any item answered “No.” Optional comments may be 
provided for questions answered “Yes.” 
 
Sample survey questions (information in brackets will vary per committee): 

1. Is the organization and structure of the committee appropriate for effective operation? For 
example, the number of members, number of meetings, quality and timeliness of materials 
provided in support of the agenda, and the management of the Committee Chair. 

2. The purpose of [COMMITTEE NAME] is [PURPOSE]. Is the committee effectively carrying out its 
purpose as stated above, [include the following if not part of Committee’s purpose “as well as 
performing such other responsibilities as directed by the Board or the committee mandate”]1? 
Include any specific suggestions regarding where the committee should focus further effort to 
address its purpose. 

3. Is the committee's mandate appropriate? Include any specific provision the committee should add 
to or remove from the mandate.  

  

                                                      
1 Include for CC and NC. All other committees’ purposes include this sentence. 



 

 

 
Committee Purpose from Mandate 

CC The purpose of the BOTCC is to assist the Board with governance, oversight, guidance, and 
policies to help assure the NERC Compliance Monitoring and Enforcement Program 
(CMEP) and the NERC Organization Registration and Certification Program (ORCP), as 
administered by NERC and the Regional Entities to which NERC has delegated authority 
pursuant to Regional Delegation Agreements, support the reliability of the North 
American bulk power system, and are administered fairly and efficiently. 

CGHRC The purpose of the CGHRC is to assist the Board in (i) insuring the appropriate governance 
approaches for the corporation, (ii) overseeing the corporation’s employee compensation 
and benefit approaches, including the compensation of the corporation’s Board members 
and officers, and (iii) overseeing the corporation’s programs and practices for personnel 
development and human resources, as well as performing such other responsibilities as 
directed by the Board or this Mandate. 

EWRC The purpose of the EWRC is to assist the Board in the oversight of (i) the corporation’s risk 
management program, internal controls processes and ethics related policies and 
procedures, (ii) compliance by NERC and each of the Regional Entities with the NERC Rules 
of Procedure (ROP) and governmental authorizations, regulations and orders, and (iii) 
coordinating with the CCC with respect to the CCC’s execution of its responsibilities under 
applicable orders, the ROP and the CCC’s Charter, as well as performing such other 
responsibilities as directed by the Board or this Mandate.   

FAC The purpose of the FAC is to assist the Board in fulfilling its oversight responsibilities for 
NERC’s financial results and reporting process, system of internal financial and accounting 
controls and financial audit process and its oversight of the NERC, Regional Entities and 
WIRAB business plans and budgets, as well as performing such other responsibilities as 
directed by the Board or this Mandate. 

NC The purpose of the BOTNC is to act as the nominating committee required by Article III, 
Section 5 of the corporation’s Bylaws. 

SOTC The purpose of the SOTC is to assist the Board by providing oversight to the corporation’s 
standards development processes and the overall strategic focus and progress of the 
standards development program, and to provide oversight to the corporation’s 
information technology program, as well as performing such other responsibilities as 
directed by the Board or this Mandate.   

 



Agenda Item 4 
Corporate Governance and 
Human Resources Committee Meeting 
November 2, 2017 

 
Potential Committee Restructuring 

 
Action 
Review 
 
Background 
The Board Chair has requested that the CGHRC, pursuant to its mandate, consider a potential 
restructuring of Board committees, particularly the Standards Oversight and Technology 
Committee (SOTC).  With the enhanced focus on technology related initiatives at NERC, 
combined with a necessary focus on cybersecurity and E-ISAC oversight, the CGHRC will discuss 
whether the SOTC should continue any role with standards development oversight, and instead 
focus its efforts on oversight of information technology, cybersecurity and E-ISAC oversight.  
The CGHRC will also discuss where oversight of standards development should reside from a 
Board perspective, and whether any other modifications to the Board committee structure 
should be considered.  



Agenda Item 5 
Corporate Governance and 
Human Resources Committee Meeting 
November 2, 2017 

 
2018 ERO Enterprise Metrics 

 
Action 
Review and endorse for Board of Trustees (Board) approval. 
 
Background 
In November 2016, the Board approved the 2017 ERO Enterprise Metrics (Metrics), which 
concentrated on measuring bulk power system reliability and security performance, as well as 
organizational efficiency and effectiveness.1 There were seven metrics each with individual 
measures, thresholds, and targets: 

1. Severe events  

2. Gaps in Reliability Standards and compliance monitoring  

3. Resource deficiencies  

4. Physical and cyber security 

5. Reliability risk from noncompliance  

6. Risks in targeted areas  

a. Cold weather 

b. Misoperations 

c. Human error 

d. Equipment failures 

e. Transmission line vegetation management 

7. NERC efficiency and effectiveness  

a. Business plan and budget (BP&B) 

b. ERO Enterprise technology solutions 

c. Regional Entity oversight and adherence to Rules of Procedure 

d. ERO Enterprise Effectiveness Survey action plans 
 
Summary 
The proposed 2018 Metrics enclosed are a result of a collaborative process between NERC and 
Regional Entity leadership to review and update the 2017 Metrics, including their measures, 
thresholds, and targets. Input was solicited from the Board as well as from stakeholders 
through two comment periods, discussion during the August and May Member Representatives 
Committee (MRC) May and August meetings, and periodic discussions with the MRC BP&B 
Input Group.  
 

                                                      
1 NERC and each of the Regional Entities also maintain additional internal metrics that are used in connection with their 

corporate processes, including performance-based compensation programs. 

http://www.nerc.com/AboutNERC/StrategicDocuments/2017_Metrics_with_Historical_Data.pdf
http://www.nerc.com/AboutNERC/Pages/Strategic-Documents.aspx


At a high level, the proposed 2018 Metrics remain essentially the same as last year’s, consistent 
with the intent to facilitate year-over-year comparisons and analysis of trends. As shown in the 
attached redline, there were updates and clarifying adjustments to the 2017 measures, 
thresholds, and targets, as well as the following notable enhancements: 

• Addition of mapping to ERO Enterprise Operating Plan goals 

• The addition of measures for Metric 4 related to rate of cases resulting in malware 
inside a network or device that require remediation, cyber hygiene and internet risk 
scores, and cyber and physical readiness.2 

• Adjustments to how serious risk violations of standards are measured in Metric 5 

• Removal of Metric 6a related to cold weather generating unit performance 

• Removal of the target for Metric 6e (now 6d) related to transmission line outages which 
did not violate NERC’s transmission vegetation management standard FAC-003-4 (the 
threshold for outages resulting from violations of FAC-003-4 was subsequently moved to 
target) 

• Revision to Metric 7 to concentrate on ERO Enterprise-wide efficiency and effectiveness, 
rather than only NERC, focusing on the following areas: 

 Financial performance 

 ERO Enterprise technology solutions 

 Favorability improvement for identified areas in the next ERO Enterprise 
Effectiveness Survey 

 Opportunities to reduce consolidated ERO Enterprise operating costs 
 
Attachments  

1. 2018 ERO Enterprise Metrics – Clean  

2. 2018 ERO Enterprise Metrics – Redline (against 2017 Metrics) 

                                                      
2 These measures were recently developed and therefore not included as part of the stakeholder comment periods; there will 
be opportunity for stakeholder discussion during the November 8 MRC meeting. 
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2018 ERO Enterprise Metrics  
 
Metrics 
In support of the ERO Enterprise’s goals, there are six reliability metrics to measure achievement of a highly reliable and secure bulk power system (BPS). 
There is also one metric to measure the ERO Enterprise’s efficiency and effectiveness. These metrics are in addition to metrics each ERO Enterprise entity 
establishes to support performance based compensation programs. These additional metrics typically measure achievement of specific objectives, tasks, 
and activities on a departmental or company-wide basis for the operating year. 

1. Fewer, less severe events  

2. No gaps in Reliability Standards and compliance monitoring  

3. Any resource deficiencies are foreseen  

4. Reduced reliability risk from unauthorized physical or electronic access 

5. Reduced reliability risk from noncompliance  

6. Reduced risks in targeted areas  

7. ERO Enterprise’s efficiency and effectiveness  

                                                           
1 Excludes events caused by weather, flooding, earthquake, Alberta Electric System Operator (AESO) islanding, and other events that are high impact and infrequent, such as acts of war.  
2 The eSRI is measured on a rolling 5-year basis, including days with zero events and excluding Category 4 and 5 events and the types of events noted above. 

Metric 1: Fewer, less severe events (Supports ERO Enterprise Operating Plan Goals 1–5) 
Measure Threshold Target Historical Data 

Number and 
severity of BES 
events1 

1. No Category 4 or 5 events 1. No Category 3 events  

2. The slope of the cumulative trend line in 
the composite daily event Severity Risk 
Index (eSRI)2 for Category 1–3 events  
remains flat or is declining 

All Thresholds and Targets:  
2016: 2 Cat 3* 
2015: 1 Cat 3* 
2014: 1 Cat 3 
*Texas RE events: Threshold for Category 3 events has changed 

from 1,400 MW to 2,000 MW (like Eastern Interconnection) 

Metric 2: No gaps in Reliability Standards and compliance monitoring (Supports ERO Enterprise Operating Plan Goals 1–3) 
Measure Threshold Target Historical Data 

Gaps in Reliability 
Standards and 
compliance 
monitoring 

1. No Category 3 or above 
events as a result of 
identified gaps 

1. Identify any gaps for Category 2 and 
below events 

2. All known gaps have mitigation plans 

All Thresholds and Targets 
To date, there have been no Category 3 events that were 
a result of an identified gap; all known gaps have 
mitigation plans (no historical data Target 1) 
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3 Resource deficiency is defined as an operating condition that requires operators to manually shed firm load to maintain system stability due to a lack of available resources.  
4 Excludes Interruptible Load, or demand that the end-use customer makes available to its Load-Serving Entity via contract or agreement for curtailment. 
5 Essential reliability service deficiency is defined as an operating condition that results in either of the following: (1) manual load shed to ensure stability of the BPS (pre-contingency) with 

respect to maintaining adequate voltage and voltage support or ramping capability or (2) automatic load shed due to a lack of voltage or frequency support. 
6 A disruption means that a BES facility was removed from service as a result of the cyber or physical incident. 

Metric 3: Any resource deficiencies are foreseen (Supports ERO Enterprise Operating Plan Goals 1, 3, and 4) 
Measure  Threshold Target Historical Data 

Number of 
unanticipated 
resource 
deficiencies3 

1. No load shedding4 over 300 
MW due to resource or 
essential reliability services5 
deficiency, or common mode 
failure 

This excludes deficiencies or 
common mode failures identified 
as a risk in an assessment during 
the past 3 years and not reported 
as resolved.  

1. No Energy Emergency Alert 3 (EEA-3) 
declarations for resource deficiencies  

 
This excludes (1) any deficiencies or 
common mode failures identified as a risk 
in an assessment during the past 3 years 
and not reported as resolved and (2) any 
deficiencies that do not lead to a load 
shedding event. 

Threshold 1: 
No essential reliability services deficiencies resulting in a 
300 MW or greater load shed observed to date 
 
See Figure 1 for additional historic information regarding 
deficiencies and common mode failures. 
 
Target 1: 
Number of EEA-3 declarations issued: 
2016: 2 
2015: 1 
2014: 4 

Metric 4: Reduced reliability risk from unauthorized physical or electronic access (Supports ERO Enterprise Operating Plan Goals 1–3 and 5) 
Measure Threshold Target Historical Data 

a. Number of 
disruptions6 to 
BES facilities 
caused by 
unauthorized 
physical or 
electronic 
access 

1. No load loss due to BES cyber 
attack 

2. No BES facility disruptions 
resulting in 100 MW or more 
of load loss due to physical 
attack 

 

1. No reported disruption of electrical 
operations of the BES due to cyber 
attack 

2. Flat or declining trend in the two-
year moving average of the 
frequency of physical security events 
impacting BES facilities using a 
weighted impact severity scale 

Threshold 1:  
No cyber security events that resulted in load loss in 2016 
and 2015 
 
Threshold 2: 
No physical security events that resulted in load loss over 
100 MW in 2016 and 2015 
 
Target 1:  
No impact on BES operations from cyber events in 2016 
and 2015 
 
Target 2:  
Historical data is available but has not been analyzed to 
determine a two-year moving average weighted by 
impact; to be baselined in 2018 using 2016 and 2017 data 
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7 Excludes mitigations involving federal entities and matters in litigation. 

b. Rate of cases 
resulting in 
malware inside 
a network or 
device that 
require 
remediation 

 1. Reduction in rate of cases resulting in 
malware inside a network or device 
that require remediation, as 
demonstrated through analysis of 
anonymized and aggregated Cyber Risk 
Information Sharing Program (CRISP) 
case reports and other sources 

Target 1: 
Existing data to be baselined in 2018 beginning with 2018 
data from CRISP and other cyber risk management sources 

 

c. Cyber hygiene 
and internet 
risk scores 

 1. Cyber hygiene and internet risk scores 
of a representative group of 
anonymous BES owners and operators 
trending favorably as measured by the 
Cyber Hygiene and Internet Risk 
Program (CHIRP) 

Target 1: 
New data to be baselined in 2018 beginning with 2018 
CHIRP data 

d. Cyber and 
physical 
readiness 

 1. Cyber and physical readiness of a 
representative group of anonymous 
BES owners and operators trending 
favorably as measured by DOE’s 
Cybersecurity Capability Maturity 
Model (C2M2) program 

Target 1: 
New data to be baselined in 2018 beginning with 2018 
C2M2 participant data 

 

Metric 5: Reduced reliability risk from noncompliance (Supports ERO Enterprise Operating Plan Goals 1 and 2) 
Measure Threshold Target Historical Data 

Self-reported 
noncompliance 
percentage, 
mitigation 
completion rates, 
and number of 
serious violations  

1. 75% of all noncompliance is 
self-reported (self-certified 
noncompliance is not 
included) 

2. Mitigation completion rates7  
are as follows: 

Noncompliance 
discovery year 

Threshold 

2017 70% 
2016 85% 

 2015 and older 99% 

 

1. 80% of all noncompliance is self- 
reported (self-certified noncompliance 
is not included) 

2. Mitigation completion rates are as 
follows: 

Noncompliance 
discovery year 

Target 

2017 75% 
2016 90% 

2015 and older 100% 

 

Threshold 1 and Target 1:  
Noncompliance self-identified: 
2016: 80.1% 
2015: 72.5% 
2014: 63.9% 
 
Threshold 2 and Target 2:  
As of Q3 2017: 

Noncompliance 
discovery year 

% Met 

2017 22.3% 
2016 70.5.% 
2015 97.6% 

2014 and older 99.8% 
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8 Lines operated at 100 kV and above. The annual Misoperations rate of performance will be calculated based on data from June 2017 to June 2018. 
9 Lines operated at 200 kV and above. 

3. The number of serious risk violations 
resolved (excluding CIP Version 5 and 
beyond), measured through a 3-year 
rolling average, represents 5% or less 
of the total noncompliance resolved in 
that year  

4. The number of serious risk violations 
resolved for CIP standards (all 
versions), measured through a 3-year 
rolling average, represents 5% or less 
of the total noncompliance resolved in 
that year  

5. Per filing year, the number of repeat 
moderate and serious violations filed 
that were aggravated due to 
compliance history trends down 
 

Also see Figure 2 
 
Target 3:  
See Figure 3 
 
Target 4:  
See Figure 4 
 
Target 5:  
See Figure 5 

 

 

Metric 6: Reduced risks in targeted areas (Supports ERO Enterprise Operating Plan Goals 1–4) 
Measure Threshold Target Historical Data 

a. Annual 
Misoperations 
rate of 
performance8  

1. Annual Misoperations rate of 
performance is less than 8.0% 

1. Annual Misoperations rate of 
performance is less than 7.5% 

Threshold 1 and Target 1:  
Q3 2015–Q2 2016: 8.8%* 
Q3 2014–Q2 2015: 9.5%* 
Q3 2013–Q2 2014: 10.3%* 
Also see Figure 6 
 
*NPCC data included from Q1 2013 and WECC from Q2 2016 

b. Number of 
automatic AC 
transmission 
outages caused 
by human error 

1. No events with load loss 
greater than 300 MW caused 
by human error 

1. Number of transmission line outages 
per circuit caused by human error is 
declining by 5% and outage impacts9 are 
declining 

2. Declining number of events from 
transmission line outage caused by 
human error resulting in firm load loss 
based on a rolling 5-year average  

Threshold 1:  
Number of events with load loss greater than 300 MW 
caused by human error: 
2016: 0 
2015: 0 
2014: 1 
2013: 1 
2012: 1 
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10 Lines operated at 200 kV and above. 

Target 1:  
See Figure 7 
 
Target 2:  
Number of events caused by human error resulting in 
load loss: 
2016: 3 
2015: 5 
2014: 4 
2013: 5 
2012: 1 

c. Number of 
transmission 
outages due to 
AC substation 
equipment 
failures or failed 
AC circuit 
equipment 

1. No events with load loss 
greater than 300 MW caused 
by AC substation equipment 
failures or failed AC circuit 
equipment 

 

1. Number of transmission line outages 
per circuit caused by AC substation 
equipment failures and failed AC circuit 
equipment declines by 5% and outages 
are declining 

2. Reduced number of events from AC 
substation equipment failures and failed 
AC circuit equipment resulting in firm 
load loss based on a rolling 5-year 
average 

Threshold 1:  
Number of events with load loss greater than 300 MW 
due to failed equipment (AC substation or circuit): 
2016: 1 
2015: 2 
2014: 0 
2013: 0 
2012: 1 
 
Target 1:  
See Figures 8a and 8b 
 
Target 2:  
As shown by Figure 9: Number of events caused by failed 
equipment (AC substation or circuit) with load loss:  
2016: 3 (692 MW) 
2015: 3 (1,478 MW) 
2014: 6 (263 MW) 
2013: 8 (422 MW) 
2012: 12 (1,524 MW) 

d. Number of 
transmission 
line10 outages 
due to 
vegetation  

 1. No transmission line outages due to 
FAC-003 violations 

Target 1:  
Number of transmission line outages due to FAC-003 
violations: 
2016: 0 
2015: 3 
2014: 0 
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11 NERC’s target is to operate within a 1% bandwidth of its approved budget (excluding the impact of any authorized use of reserves) and also maintain a minimum year-end operating reserve 

level of $2M. Each Regional Entity will be responsible for establishing its own financial target. 
12 In calculating performance results, each application will be weighted based on the amount invested in each project relative to the total investment for all four projects. 
13 No survey was conducted in 2017. 

 Metric 7: ERO Enterprise’s efficiency and effectiveness (Supports ERO Enterprise Operating Plan Goal 6) 

Measure Threshold Target Historical Data 

a. Financial 
performance 

 1. NERC and each Regional Entity shall 
operate within the annual financial 
performance parameters established by 
their respective governing bodies11 

Target 1: 
See Figure 10 for budget versus actual expenditures for 
NERC and each Regional Entity 

b. Implementation 
of ERO 
Enterprise 
technology 
solutions 

 

 

 

1. Conduct an assessment of the 
quantitative and qualitative value, 
including productivity gains, from the 
following enterprise applications12:  
1) User Management and Records 
2) Registered Entity Access for 

Misoperations Data (MIDAS Portal)  
3) Entity Registration for CFRs 
4) Enterprise Reporting for 

Misoperations Data 

2. Complete all approved 2018 milestones 
for the ERO Enterprise CMEP 
Technology Project within approved 
2018 budget guidelines for this project 

Targets 1 and 2: 
No historical data 
 

 

 

c. ERO Enterprise 
Effectiveness 
Survey 

 1. For the top three unfavorable questions 
from the 2016 ERO Enterprise 
Effectiveness Survey, improve the 
201813 favorability percentages by 20% 
of the 2016 favorability percentages  

Target 1: 
See Figure 11 for the 2016 top three unfavorable 
questions and their favorability percentages 

d. Program 
efficiencies 

1. Review ERO Enterprise 
operations and identify 
opportunities to achieve a 
minimum of 1% reduction in 
the combined 2018 ERO 
Enterprise budgeted operating 
and fixed asset costs 

1. Develop an action plan to achieve 
reduction in costs and commence 
implementation plan no later than 
12/31/18 

Threshold 1 and Target 1:  
No historical data 
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Figure 1: 
 

Date Time RC BA Region Deficient MW Duration Load Shed MW 
9/10/2016 10:42 Peak CENACE WECC 365 MW 8 hr 36 min 255 
9/12/2016 12:20 Peak PNM WECC 150 MW 1 hr 5 min 150 
9/20/2015 13:05 Peak CISO WECC 150 MW 2hr 56 min 150 MW 
12/4/2014 15:05 HQT HQT NPCC 796 MW 3hr 05 min 796 MW 
8/22/2014 14:00 FRCC HST FRCC 15 MW 2 hr 0.0 
8/21/2014 14:12 FRCC HST FRCC 15 MW 3 hr 51 min 0.0 

1/7/2014 7:41 
VACAR 

So PJM SERC 300 MW 3 hr 20 min 300 MW 
9/2/2013 15:31 Peak LDWP WECC 0 MW 4 min 0.0 

8/29/2013 11:38 Peak CFE WECC 500 MW 3 hr 27 min 100 MW 
8/5/2013 22:45 SPP BRAZ SPP 24 MW 1 hr 30 min 0.0 
7/2/2013 16:22 AESO AESO WECC 200 MW 1 hr 1 min 0.0 

6/17/2013 16:16 FRCC TEC FRCC 100 MW 1 hr 44 min 0.0 
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Figure 2: 
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Figure 3: 

 

Figure 4: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



DRAFT 

10 
 

Figure 5: 
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Figure 6 (From 2017 State of Reliability report): 
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Figure 7: 
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Figure 8a: 
 

 
 

Figure 8b: 
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Figure 9: 
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Figure 10: 

NERC Budget vs Actual Variance         
Expenditures With and Without 
Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 
Excluding reserves        

52,279  
     
56,390  

     
(4,111) 

Including reserves        
53,140  

     
56,390  

     
(3,250) 

2015 
Excluding reserves        

57,598  
     
57,299  

          
299  

Including reserves        
59,071  

     
57,299  

       
1,772  

2016 
Excluding reserves        

66,453  
     
67,187  

         
(734) 

Including reserves        
66,090  

     
67,187  

     
(1,097) 

          
FRCC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
6,000  

       
6,795  

         
(795) 

2015 Including reserves          
6,678  

       
7,162  

         
(484) 

2016 Including reserves          
6,453  

       
7,262  

         
(808) 
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MRO Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
9,614  

       
9,745  

         
(131) 

2015 Including reserves        
10,414  

     
10,329  

            
85  

2016 Including reserves        
10,651  

     
11,355  

         
(704) 

          
NPCC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves        
14,603  

     
14,129  

          
474  

2015 Including reserves        
14,219  

     
14,779  

         
(559) 

2016 Including reserves        
13,647  

     
15,073  

     
(1,426) 

          
RF Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves        
19,663  

     
18,063  

       
1,599  

2015 Including reserves        
17,623  

     
18,757  

     
(1,133) 

2016 Including reserves        
18,606  

     
19,367  

         
(761) 
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SERC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves        
15,543  

     
16,877  

     
(1,334) 

2015 Including reserves        
16,013  

     
15,996  

            
17  

2016 Including reserves        
16,675  

     
15,867  

          
808  

          
SPP RE Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
9,818  

     
11,824  

     
(2,005) 

2015 Including reserves        
10,086  

     
11,808  

     
(1,722) 

2016 Including reserves          
9,465  

     
10,096  

         
(631) 

          
Texas RE Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
9,832  

     
11,771  

     
(1,940) 

2015 Including reserves        
11,130  

     
11,984  

         
(854) 

2016 Including reserves        
10,967  

     
11,782  

         
(815) 
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WECC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves and 
Grants 

       
25,438  

     
25,638  

         
(200) 

2015 Including reserves        
25,175  

     
26,300  

     
(1,125) 

2016 Including reserves        
25,648  

     
27,385  

     
(1,737) 

 
 
Figure 11: 
 

 

Question 
Favorable 

(%) 
Neutral 

(%) 
Unfavorable 

(%) 
Reliability Standards 
address risk to reliability in a 
cost-effective manner. 29.0% 38.0% 33.0% 
The Reliability Standard 
requirements are clearly 
stated. 48.0% 27.1% 24.9% 

Reliability Standards are 
practical to implement. 37.1% 43.9% 19.0% 



1 

20178 ERO Enterprise Metrics  
 
Metrics 
In support of the ERO Enterprise’s goals, there are six reliability metrics to measure progress on reliability improvement.achievement of a highly reliable and secure 
bulk power system (BPS). There is also one metric to measure NERC’sthe ERO Enterprise’s efficiency and effectiveness. TheThese metrics are designed such that 
the measures of success, thresholds, and targets are reviewed annuallyin addition to metrics each ERO Enterprise entity establishes to support performance based 
compensation programs. These additional metrics typically measure achievement of specific objectives, tasks, and adjustedactivities on a departmental or 
company-wide basis for the nextoperating year as needed. The metrics are cumulative; in order to achieve target, threshold must be met.  

1. Fewer, less severe events  
2. No gaps in Reliability Standards and compliance monitoring  
3. Any resource deficiencies are foreseen  
4. NoReduced reliability risk from unauthorized physical or cyber securityelectronic access disrupting BES facilities  
5. Reduced reliability risk from noncompliance  
6. Reduced risks in targeted areas  
7. NERC’sERO Enterprise’s efficiency and effectiveness  

                                                           
1 Excludes events caused by weather, flooding, earthquake, Alberta Electric System Operator (AESO) islanding, and other events that are high impact and infrequent, such as acts of war.  
2 Measured on a rolling 5 year basis, including days with zero events and excluding Category 4 and 5 events, events caused by weather, flooding, earthquake, and AESO islanding. Other events that 

are high impact and infrequent, such as acts of war, are also excluded from the eSRI. 
3 The eSRI is measured on a rolling 5-year basis, including days with zero events and excluding Category 4 and 5 events and the types of events noted above. 
4 Those events of interest that occur in the fourth quarter of the current calendar year can be included in a future year gap analysis. 

Metric 1: Fewer, less severe events (Supports ERO Enterprise Operating Plan Goals 1–5) 
Measure Threshold Target Historical Data 

Number and 
severity of BES 
events1 

1. No Category 4 or 5 events 

2.1. The slope of the cumulative trend 
line in the composite daily “event 
Severity Risk Index” (eSRI)2 for 
Category 1–3 events remains flat 

1. No Category 3 events  

2. The slope of the cumulative trend line in 
the composite daily event Severity Risk 
Index (eSRI)3 for Category 1–3 events 
trends negative remains flat or is declining 

All Thresholds and Targets:  
2016: 2 Cat 3* 
2015: 1 Cat 3* 
2014: 1 Cat 3 
*Texas RE events: Threshold for Category 3 events has changed 

from 1,400 MW to 2,000 MW (like Eastern Interconnection) 

Metric 2: No gaps in Reliability Standards and compliance monitoring (Supports ERO Enterprise Operating Plan Goals 1–3) 
Measure Threshold Target Historical Data 

Number of Gaps 
in Reliability 
Standards and 
compliance 
monitoring 

1. Conduct gap analyses for five 
events, which include any 
unstudied Category 3 or above 
events, with the remainder being 
select events that occurred prior 
to the third quarter of the current 
calendar year.4 Develop action 
plans to address any identified 

1. Based on the gap analyses conducted, zero 
gaps in Reliability Standards and 
compliance monitoring identifiedIdentify 
any gaps for Category 2 and below events 

1.2. All known gaps have mitigation plans 

All Thresholds and Targets:  
No gaps identified to dateTo date, there have been no 
Category 3 events that were a result of an identified gap; all 
known gaps have mitigation plans (no historical data Target 
1) 
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5 Resource deficiency is defined as an operating condition that requires operators to manually shed firm load to maintain system stability due to a lack of available resources.  
6 Excludes Interruptible Load, or demand that the end-use customer makes available to its Load-Serving Entity via contract or agreement for curtailment. 
7 Essential reliability service deficiency is defined as an operating condition that results in either of the following: (1) manual load shed to ensure stability of the BPS (pre-contingency) inwith respect 

to maintaining adequate voltage and voltage support or ramping capability, or (2) automatic load shed due to a lack of voltage or frequency support. 
8 Common-mode failure is defined as a disruption of infrastructure that impacts electricity supply, excluding force majeure events, e.g. weather, flooding, earthquakes, acts of god, war, etc. 
9 A disruption means that a BES facility was removed from service as a result of the cyber or physical incident. 

gaps in Reliability Standards and 
compliance monitoring. No 
Category 3 or above events as a 
result of identified gaps 

Metric 3: Any resource deficiencies are foreseen (Supports ERO Enterprise Operating Plan Goals 1, 3, and 4) 
Measure  Threshold Target Historical Data 

Number of 
unanticipated 
resource 
deficiencies5 

1. No firm load outagesshedding6 
over 300 MW due to resource or 
essential reliability services7 
deficiency, or common mode 
failure8 

This excludes deficiencies or common 
mode failures identified as a risk in an 
assessment during the past 3 years 
and not reported as resolved.  

1. No Energy Emergency Alert 3 (EEA-3) 
declarations for resource deficiencies  

 
This excludes (1) any deficiencies or common 
mode failures identified as a risk in an 
assessment during the past 3 years and not 
reported as resolved and (2) any deficiencies 
that do not lead to a load shedding event. 

Threshold 1: 
No essential reliability services deficiencies resulting in a 
300 MW or greater load shed observed to date 
 
See Figure 91 for additional historic information regarding 
deficiencies and common mode failures. 
 
Target 1: 
Number of EEA-3 declarations issued: 
2016: 2 
2015: 1 
2014: 4 
2013: 6 

Metric 4: NoReduced reliability risk from unauthorized physical or cyber securityelectronic access resulting in disruption to BES facilities(Supports 
ERO Enterprise Operating Plan Goals 1–3 and 5) 

Measure Threshold Target Historical Data 

a. Number of 
disruptions9 
to BES 
facilities 
caused by 
unauthorized 
physical or 
cyber 
securityelectr
onic access 

1. No firm load loss due to BES 
cyber attack 

2. No firm load shed more than BES 
facility disruptions resulting in 
100 MW or more of load loss due 
to physical attack 

 

1. No reported disruption of the electrical 
operations of the BES from cyber attack 

2. Flat or declining trend in the two-year 
moving average of the frequency of 
physical security events affecting impacting 
BES facilities using a weighted impact 
severity scale over the most recent two-
year period reported under reported U.S. 
DOE Emergency Incident and Disturbance 

Threshold 1:  
No cyber security events that resulted in load loss in 2016 
and 2015   
 
Threshold 2: 
No physical security events that resulted in 100 MW of load 
loss in 2016 and 2015 
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10 The Compliance Severity Risk Index is calculated by multiplying an assigned weight for the risk determination of a noncompliance to an assigned weight of the discovery method of the 

noncompliance. 

events 
resulting in 
disruption to 
BES facilities 

Report Form OE-417 and NERC Reliability 
Standard EOP-004  

Target 1:  
No impact on BES operations from cyber events in 2016 and 
2015 
 
Target 2:  
See Figures 1a and 1b  Historical data is available but has 
not been analyzed to determine a two-year moving average 
weighted by impact; to be baselined in 2018 using 2016 and 
2017 data 

b. Rate of cases 
resulting in 
malware 
inside a 
network or 
device that 
require 
remediation 

 1. Reduction in rate of cases resulting in 
malware inside a network or device that 
require remediation, as demonstrated 
through analysis of anonymized and 
aggregated Cyber Risk Information Sharing 
Program (CRISP) case reports and other 
sources 

Target 1: 
Existing data to be baselined in 2018 beginning with 2018 
data from CRISP and other cyber risk management sources 

 

c. Cyber 
hygiene and 
internet risk 
scores 

 1. Cyber hygiene and internet risk scores of a 
representative group of anonymous BES 
owners and operators trending favorably as 
measured by the Cyber Hygiene and 
Internet Risk Program (CHIRP) 

Target 1: 
New data to be baselined in 2018 beginning with 2018 CHIRP 
data 

d. Cyber and 
physical 
readiness 

 1. Cyber and physical readiness of a 
representative group of anonymous BES 
owners and operators trending favorably as 
measured by DOE’s Cybersecurity 
Capability Maturity Model (C2M2) program 

Target 1: 
New data to be baselined in 2018 beginning with 2018 C2M2 
participant data 

 

 

Metric 5: Reduced reliability risk from noncompliance (Supports ERO Enterprise Operating Plan Goals 1 and 2) 
Measure Threshold Target Historical Data 

Self-reported 
noncompliance 
percentage, 
mitigation 
completion rates, 

1. The downward trend from 2011 
for the compliance severity index10  
(excluding CIP version 5) is 
statistically significant 

2. CIP compliance severity index (for 
all CIP standards including version 

1. Compliance severity index trend is 50% or 
less of the 2011 index (excluding CIP 
version 5) 

2. CIP compliance severity index (for all CIP 
standards including version 5) stays at or 
below 55% of the 2011 index 

Thresholds 1 and 2 and Targets 1 and 2:  
See Figures 2 and 3 

Threshold 31 and Target 31:  
Noncompliance self-identified: 
2016: 80.1% 
2015: 8472.5% 
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11 Excludes mitigations involving federal entities and matters in litigation. 
12 The sample will be based on the ten most extreme cold weather months between the months of December and March over the measurement period. 

and number of 
serious violations 

5) stays at or below 65% of the 
2011 index 

3.1. 75% of all noncompliance is self-
identifiedreported (self-certified 
noncompliance is not included) 

4.2. Mitigation completion rates11 are 
as follows: 

Noncompliance 
discovery year 

Threshold 

20172016 70% 
20152016 85% 

 20142015 and 
older 

99% 

 

3.1. 80% of all noncompliance is self-identified  
reported (self-certified noncompliance is 
not included) 

4. Reduced repeat moderate and severe risk 
violations 

5.2. Mitigation completion rates: 

Noncompliance 
discovery year 

Target 

20162017 75% 
20152016 90% 

20142015 and 
older 

100% 

3. The number of serious risk violations 
resolved (excluding CIP Version 5 and 
beyond), measured through a 3-year rolling 
average, represents 5% or less of the total 
noncompliance resolved in that year  

4. The number of serious risk violations 
resolved for CIP standards (all versions), 
measured through a 3-year rolling average, 
represents 5% or less of the total 
noncompliance resolved in that year  

5. Per filing year, the number of repeat 
moderate and serious violations filed that 
were aggravated due to compliance history 
trends down 
 

2014: 7663.9% 
2013: 73% 

Target 4 
No historical data on target 4—currently developing 
baseline  

Threshold 42 and Target 52:  
As of Q4 of 2015Q3 2017: 

Noncompliance 
discovery year 

% Met 

20142017 80.3922.3% 
20132016 93.5270.5% 
20122015 97.2697.6% 

20112014 and older 99.6699.8% 

 

 

 

 

 

Also see Figure 2 
 
Target 3:  
See Figure 3 
 
Target 4: 
See Figure 4 
 
Target 5:  
See Figure 5 

 

 

 

Metric 6: Reduced risks in targeted areas (Supports ERO Enterprise Operating Plan Goals 1–4) 
Measure Threshold Target Historic Data 

a. Events 
caused by 
generating 
unit forced 
outages due 

No firm load shed occurs from 
generating unit forced outages caused 
by cold weather 

Using most extreme cold winter months, the 
Effective Forced Outage Rate (EFOR) decreases 
compared to a rolling previous 5 year 
benchmark average for each Regional Entity12 

Threshold:  
Number of times firm load shed occurred as a result of 
generating unit forced outages from cold weather:  
2014: 1 
2011: 1 
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13 Lines operated at 100 kV and above. The annual Misoperations rate of performance will be calculated based on data from June 20167 to June 20178. 

to cold 
weather 

Target: 
See Figure 4 

b.a. Annual 
Misoperation
s rate of 
performance
13  

1. Annual Misoperations rate of 
performance is less than 98.0% 

1. Annual Misoperations rate of performance 
is less than 87.5% 

Threshold 1 and Target 1:  
Q3 2015–Q2 2016: 8.8%* 
Q3 2014–Q2 2015: 9.5%* 
Q3 2013–Q2 2014: 10.3%* 
Also see Figure 6 
 
*NPCC data included from Q1 2013 and WECC from Q2 2016 

• See Figure 5 generally 

• State of Reliability Report data: 

Q4–Q3: 
Q4 2014 – Q3 2015: 9.4% 
Q4 2013 – Q3 2014: 10.4%  
Q4 2012 – Q3 2013: 10.1%  

  Q3 – Q2: 
July 2014 – June 2015: 9.7% 
July 2013 – June 2014: 10.7% 

• Annual Misoperations Report data (Q1 –Q4):  
2015: 9.5%  
2014: 9.8%  
2013: 10.1% 
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14 Lines operated at 200 kV and above 

c.b. Number of 
automatic AC 
transmission 
outages 
caused by 
human error 

No events with load loss greater than 
300 MW caused by human error 

1. Number of transmission line outages per 
circuit caused by human error is declining 
by 5% and outage impacts14 are declining 

2. Declining number of events from 
transmission line outage caused by human 
error resulting in firm load loss based on a 
rolling 5-year average 

 

 

Threshold 1:  
Number of events with load loss greater than 300 MW 
caused by human error: 
2016: 0 
2015: 0 
2014: 1 
2013: 1 
2012: 1 
 
Target 1:  
See Figure 67 
 
Target 2:  
Number of events with load loss where root cause is human 
error: 
2016: 3 
2015: 45 
2014: 4 
2013: 5 
2012: 21 
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15 Lines operated at 200 kV and above 

d.c. Number of 
transmission 
outages due 
to AC 
substation 
equipment 
failures or 
failed AC 
circuit 
equipment 

1. No events with load loss greater 
than 300 MW caused by AC 
substation equipment failures or 
failed AC circuit equipment 

 

3. Number of transmission line outages per 
circuit caused by AC substation equipment 
failures and failed AC circuit equipment 
declines by 5% and outages are declining 

4. Reduced number of events from AC 
substation equipment failures and failed AC 
circuit equipment resulting in firm load loss 
based on a rolling 5-year average 

Threshold 1:  
Number of events with load loss greater than 300 MW due 
to equipment failure failed equipment (AC substation or 
circuit): 
2016: 1 
2015: 2 
2014: 0 
2013: 0 
2012: 1 

Target 1:  
See Figures 7 8a and 8b 

Target 2:  

As shown by Figure 89: Number of events with transmission 
loss,  caused by failed equipment (AC substation or circuit), 
and with load loss:  
2016: 3 (692) 
2015: 3 (1,478 MW) 
2014: 6 (263 MW) 
2013: 8 (422 MW) 
2012: 12 (1,524 MW) 

e.d. Number of 
transmission 
line15 outages 
due to 
vegetation  

1. No transmission line outages due 
to FAC-003 violations  

1. No transmission line outages due to FAC-
003 violationsNo more than 15 Sustained 
Outages caused by vegetation (e.g., blow-
ins, fall-ins) that are not violations of FAC-
003 

Threshold Target 1:  
Number of transmission line outages due to FAC-003 
violations: 
2016: 0 
2015: 3 
2014: 0 
2013: 0 

Target 1:  
Non FAC violations: 
2013: 15 
2014: 19 
2015: 20 



DRAFT 

8 
 

 

                                                           
16 NERC’s target is to operate within a 1% bandwidth of its approved budget (excluding the impact of any authorized use of reserves) and also maintain a minimum year-end operating reserve level 
of $2M. Each Regional Entity will be responsible for establishing its own financial target. 
17 In calculating performance results, each application will be weighted based on the amount invested in each project relative to the total investment for all four projects. 

Metric 7: NERC’s ERO Enterprise’s efficiency and effectiveness (Supports ERO Enterprise Operating Plan Goal 6) 

Measure  Threshold Target Historical Data 

a. Execution of business plan and budget 
(BP&B)Financial performance 

1. NERC will be at or under budget 
for expenses and fixed assets 
exclusive of the authorized use of 
operating reserves 

1. NERC  will be at or under budget for 
expenses and fixed assets inclusive of 
the authorized use of operating 
reserves with the exception of 
authorized reserve expenditures 
resulting from a FERC directive which 
was not in existence at the time the 
final 2017 BP&B was provided to the 
Board for approval NERC and each 
Regional  Entity shall operate within the 
annual financial performance 
parameters established by their 
respective governing bodies16 

Threshold 1 and Target 1: 
See Figure 10 for budget versus actual 
expenditures for NERC and each 
Regional Entity 

b. Implementation of ERO Enterprise 
technology solutions 

 

 

 

1. Develop a method to measure and track 
the cost benefit of ERO Enterprise IT 
projectsConduct an assessment of the 
quantitative and qualitative value, 
including productivity gains, from the 
following enterprise applications17: 
1) User Management and Records 
2) Registered Entity Access for 

Misoperations Data (MIDAS Portal) 
3) Entity Registration for CFRs 
1)4) Enterprise Reporting for 

Misoperations Data 

2. Complete all approved 2018 milestones 
for the ERO Enterprise CMEP 
Technology Project within approved 
2018 IT projects for  Entity Registration, 
Enterprise Reporting Phase 4 (data for 
event analysis, misoperations, or TADS), 
and NERC’s public-facing website on 

Target 1: 
ERO Enterprise projects for 2015 (sub-
metric J) and 2016 (sub-metric E) met 
this target  
 
Targets 1 and 2: 
No historical data  
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18 No survey was conducted in 2017. 

time, on budget, and with expected 
functionality guidelines for this project 

c. Implementation of the Regional Entity 
oversight plans and NERC adherence 
to the Rules of ProcedureERO 
Enterprise Effectiveness Survey 

 1. Implement the recommendations and 
schedule from audit findings identified 
in 2016 by the Compliance and 
Certification Committee and NERC’s 
internal audit department For the top 
three unfavorable questions from the 
2016 ERO Enterprise Effectiveness 
Survey, improve the 201818 favorability 
percentages by 20% of the 2016 
favorability percentages 

No significant new noncompliance 
findings in NERC’s implementation of 
the Regional Entity oversight plans or 
adherence to the Rules of Procedure 

Target 1: 
No historical dataSee Figure 11 for the 
2016 top three unfavorable questions 
and their favorability percentages 

Target 2: 
Information is on file with NERC 
Internal Audit and the Enterprise-wide 
Risk Committee 

d. Implementation of action plans in 
response to ERO Enterprise 
Effectiveness Survey resultsProgram 
efficiencies  

1. Review ERO Enterprise operations 
and identify opportunities to 
achieve a minimum of 1% 
reduction in the combined 2018 
ERO Enterprise budgeted 
operating and fixed asset costs 

1. Implement the 2017 milestones 
identified in the action plans as 
accepted by the Board of Trustees in 
2016Develop an action plan to achieve 
reduction in costs and commence 
implementation plan no later than 
12/31/18 

Threshold 1 and Target 1: 
No historical data 
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[FIGURES ARE NOT SHOWN IN REDLINE DUE TO REORDERING—CLEAN FIGURES FROM THE 2018 METRICS ARE PROVIDED] 
 
Figure 1: 
 

Date Time RC BA Region Deficient MW Duration Load Shed MW 
9/10/2016 10:42 Peak CENACE WECC 365 MW 8 hr 36 min 255 
9/12/2016 12:20 Peak PNM WECC 150 MW 1 hr 5 min 150 
9/20/2015 13:05 Peak CISO WECC 150 MW 2hr 56 min 150 MW 
12/4/2014 15:05 HQT HQT NPCC 796 MW 3hr 05 min 796 MW 
8/22/2014 14:00 FRCC HST FRCC 15 MW 2 hr 0.0 
8/21/2014 14:12 FRCC HST FRCC 15 MW 3 hr 51 min 0.0 

1/7/2014 7:41 
VACAR 

So PJM SERC 300 MW 3 hr 20 min 300 MW 
9/2/2013 15:31 Peak LDWP WECC 0 MW 4 min 0.0 

8/29/2013 11:38 Peak CFE WECC 500 MW 3 hr 27 min 100 MW 
8/5/2013 22:45 SPP BRAZ SPP 24 MW 1 hr 30 min 0.0 
7/2/2013 16:22 AESO AESO WECC 200 MW 1 hr 1 min 0.0 

6/17/2013 16:16 FRCC TEC FRCC 100 MW 1 hr 44 min 0.0 
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Figure 2: 
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Figure 3: 

 

Figure 4: 
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Figure 5: 
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Figure 6 (From 2017 State of Reliability report): 
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Figure 7: 
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Figure 8a: 
 

 
 

Figure 8b: 
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Figure 9: 
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Figure 10: 

NERC Budget vs Actual Variance         
Expenditures With and Without 
Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 
Excluding reserves        

52,279  
     
56,390  

     
(4,111) 

Including reserves        
53,140  

     
56,390  

     
(3,250) 

2015 
Excluding reserves        

57,598  
     
57,299  

          
299  

Including reserves        
59,071  

     
57,299  

       
1,772  

2016 
Excluding reserves        

66,453  
     
67,187  

         
(734) 

Including reserves        
66,090  

     
67,187  

     
(1,097) 

          
FRCC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
6,000  

       
6,795  

         
(795) 

2015 Including reserves          
6,678  

       
7,162  

         
(484) 

2016 Including reserves          
6,453  

       
7,262  

         
(808) 
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MRO Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
9,614  

       
9,745  

         
(131) 

2015 Including reserves        
10,414  

     
10,329  

            
85  

2016 Including reserves        
10,651  

     
11,355  

         
(704) 

          
NPCC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves        
14,603  

     
14,129  

          
474  

2015 Including reserves        
14,219  

     
14,779  

         
(559) 

2016 Including reserves        
13,647  

     
15,073  

     
(1,426) 

          
RF Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves        
19,663  

     
18,063  

       
1,599  

2015 Including reserves        
17,623  

     
18,757  

     
(1,133) 

2016 Including reserves        
18,606  

     
19,367  

         
(761) 

          



DRAFT 

20 
 

SERC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves        
15,543  

     
16,877  

     
(1,334) 

2015 Including reserves        
16,013  

     
15,996  

            
17  

2016 Including reserves        
16,675  

     
15,867  

          
808  

          
SPP RE Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
9,818  

     
11,824  

     
(2,005) 

2015 Including reserves        
10,086  

     
11,808  

     
(1,722) 

2016 Including reserves          
9,465  

     
10,096  

         
(631) 

          
Texas RE Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves          
9,832  

     
11,771  

     
(1,940) 

2015 Including reserves        
11,130  

     
11,984  

         
(854) 

2016 Including reserves        
10,967  

     
11,782  

         
(815) 
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WECC Budget vs Actual Variance         
Expenditures With Reserves $(000)s         

Budget        Over  

Year    Actual  
 
Budget  

 
(Under)  

2014 Including reserves and 
Grants 

       
25,438  

     
25,638  

         
(200) 

2015 Including reserves        
25,175  

     
26,300  

     
(1,125) 

2016 Including reserves        
25,648  

     
27,385  

     
(1,737) 

 
 
Figure 11: 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Question 
Favorable 

(%) 
Neutral 

(%) 
Unfavorable 

(%) 
Reliability Standards 
address risk to reliability in a 
cost-effective manner. 29.0% 38.0% 33.0% 
The Reliability Standard 
requirements are clearly 
stated. 48.0% 27.1% 24.9% 

Reliability Standards are 
practical to implement. 37.1% 43.9% 19.0% 



Agenda Item 6 
Corporate Governance and 
Human Resources Committee Meeting 
November 2, 2017 

 
2017 ERO Enterprise Metrics Update  

 
Action 
Review 

 
Background 
NERC management will provide a summary of the quarterly performance for the 2017 ERO 
Enterprise Metrics. Each quarter, NERC staff provides a summary of the status towards 
achievement of each metric. The status of each metric is reviewed and validated by NERC 
management as well as internal audit staff. 
 
Attachments  

1. 2017 ERO Enterprise Metrics: Third Quarter Status Presentation 
 

 

http://www.nerc.com/AboutNERC/StrategicDocuments/2017_Metrics_with_Historical_Data.pdf
http://www.nerc.com/AboutNERC/StrategicDocuments/2017_Metrics_with_Historical_Data.pdf


2017 ERO Enterprise Metrics
Third Quarter Status

Mark Lauby, Senior Vice President and Chief Reliability Officer
Corporate Governance and Human Resources Committee Meeting
November 2, 2017



RELIABILITY | ACCOUNTABILITY2

Metric Status Definitions

Green

Not expected to meet by end of year   

Yellow

Red

No Color

Behind schedule but expected to meet 
by end of year

On schedule and expected to meet by 
end of year

Status not available 
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Metric 1: Fewer, Less Severe Events

Data Trend Q2 Q3

Threshold 1
Target 1 No Category 3 or above events

Threshold 2
Target 1 Current slope of trend line is negative

• Why is it important?
 Measures risk to the bulk power system (BPS) from Bulk Electric System 

(BES) events 

• How is it measured?
 Number of Category 3–5 events
 Cumulative trend line in the composite daily event Severity Risk Index 

(eSRI) for Category 1–3 events 
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Metric 2: No Gaps in Reliability 
Standards and Compliance Monitoring

Data Trend Q2 Q3

Threshold 1 No Category 3 or above events; studying 
sample events of interest

Target 1 Gap analysis results reported at year-end

• Why is it important?
 Reduces risk to BPS reliability from potential gaps in standards and 

compliance by employing corrective action 

• How is it measured?
 Using a consistent process, analysis of all Category 3–5 and select events 

for any gaps in standards and compliance and mitigation implementation
 Any gaps result in action plans to address reliability risks
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Metric 3: Resource Deficiencies are 
Foreseen

Data Trend Q2 Q3

Threshold 1
No firm load outages over 300 MW due to 
resource deficiencies or common mode 
failures

Target 1 No EEA-3s declared due to resource 
deficiencies

• Why is it important?
 Ensures ERO Enterprise is performing comprehensive and timely reliability 

assessments that identify and spotlight resource adequacy deficiencies

• How is it measured?
 Number of resource deficiencies that caused load outages over 300 MW or 

Energy Emergency Alert Level 3s (EEA-3s) that were not identified in prior 
seasonal or long-term reliability assessments in the past three years
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• Why is it important?
 Measures risk to the BPS from cyber or physical security attacks

• How is it measured?
 Number of load losses or disruptions to BES operations due to cyber attack 
 Number of load losses over 100 MW due to physical attack and the trend 

line for events over the most recent two year period

Metric 4: No Unauthorized Physical or Cybersecurity 
Access Resulting in Disruption to BES Facilities
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Metric 4: No Unauthorized Physical or Cybersecurity 
Access Resulting in Disruption to BES Facilities

Data Trend Q2 Q3

Threshold 1
Target 1

No load loss or disruption of BES operations 
due to cyber attack 

Threshold 2 No load loss over 100 MW due to physical 
attack 

Target 2 Assessing trend of physical security events
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• Why is it important?
 Incentivizes discovery and mitigation of violations by registered entities 

and measures violation severity as well as completion of mitigations

• How is it measured?
 Trend of compliance severity risk index (with and without CIP V5) and 

amount of repeat moderate and severe risk violations
 Percentage of self-identified noncompliance
 Mitigation completions rates

Metric 5: Reduced Reliability Risk 
from Noncompliance
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Metric 5: Reduced Reliability Risk 
from Noncompliance

Data Trend Q2 Q3

Threshold 1
Target 1

Compliance severity index (excluding CIP V5)
reported at Q4

Threshold 2
Target 2

Compliance severity index (including CIP V5)
reported at Q4

Threshold 3
Target 3 86.6% of all noncompliance is self-identified

Threshold 4 Current mitigation completion rates are 70.5% 
(2016), 97.6% (2015), and 99.8% (2014 & 
older).Target 5

Target 4 Repeat risk trends reported at Q4
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• Why is it important?
 Measures risks to BPS reliability from five priority causes: 

a. Generating unit forced outages due to cold weather
b. Misoperations rate of performance
c. Automatic AC transmission outages caused by human error
d. Transmission outages due to AC substation equipment failures
e. Transmission line outages due to vegetation

Metric 6: Reduced Risks in Targeted 
Areas
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Metric 6a: Reduced Events Caused by Generating 
Unit Forced Outages Due to Cold Weather 

Data Trend Q2 Q3

Threshold 1 No events with firm load loss in winter months 

Target 1 Comparison to previous year EFORs underway

• How is it measured?
 Number of load losses from generating units forced outages due to cold 

weather
 Comparison of annual Effective Forced Outage Rate (EFOR) of generating 

units to previous years during the most extreme cold winter months
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Metric 6b: Annual Misoperations Rate of 
Performance

Data Trend Q2 Q3

Threshold 1
2017 State of Reliability report had an annual 
rate of 8.3% 

Target 1

• How is it measured?
 Annual Misoperations rate (cumulative rate through Q2 2017), with a 

threshold of less than 9% and target of less than 8%



RELIABILITY | ACCOUNTABILITY13

• How is it measured?
 Number of load losses greater than 300 MW caused by human error
 Trend of outages per circuit caused by human error (target is 5% decline 

with reduced impacts)
 Comparison of outages caused by human error resulting in firm load loss to 

previous five-year average

Metric 6c: Number of Automatic AC Transmission 
Outages Caused by Human Error
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Metric 6c: Number of Automatic AC Transmission 
Outages Caused by Human Error

Data Trend Q2 Q3

Threshold 1 No events with load loss greater than 300 MW 
from human error 

Target 1 Outages per circuit caused by human error 
currently not declining by 5%

Target 2 Average number of events currently fewer 
than five-year average
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• How is it measured?
 Number of load losses greater than 300 MW due to AC substation 

equipment failures
 Trend of outages per circuit caused by AC substation equipment failures 

(target is 5% decline with reduced impacts)
 Comparison of outages caused by AC substation equipment failures 

resulting in firm load loss to previous five-year average 

Metric 6d: Number of Transmission Outages Due 
to AC Substation Equipment Failures
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Metric 6d: Number of Transmission Outages Due 
to AC Substation Equipment Failures

Data Trend Q2 Q3

Threshold 1 No events with load loss greater than 300 MW 
from substation equipment failures 

Target 1
Outages per circuit caused by substation 
equipment are declining by greater than 5% 
and outages are declining

Target 2 Average number of events currently fewer 
than five-year average
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Metric 6e: Number of Transmission Line Outages 
Due to Vegetation

Data Trend Q2 Q3

Threshold 1 At least one outage due to FAC-003 violations
in Q2

Target 1 13 vegetation-related outages through Q2 that 
were not FAC-003 violations 

• How is it measured?
 Number of FAC-003 violations that are identified, processed, and filed
 Number of vegetation-related outages that are not violations of FAC-003 

gathered through quarterly data submittals
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• Why is it important?
 Measures NERC’s performance in meeting important financial and 

operational objectives: 
a. Execution of business plan and budget
b. Implementation of ERO Enterprise technology solutions
c. Implementation of the Regional Entity oversight plans and NERC adherence to 

the Rules of Procedure
d. Implementation of action plans in response to ERO Enterprise Effectiveness 

Survey results

Metric 7: NERC Efficiency and 
Effectiveness
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Metric 7a: Execution of Business Plan 
and Budget

Data Trend Q2 Q3

Threshold 1
Projected to be over budget by 1.2% and 
unlikely to be at or under budget by year-end 

Target 1

• How is it measured?
 NERC is at or under budget for expenses and fixed assets (exclusive of 

authorized operating reserves for threshold and inclusive of operating 
reserves for target)
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Metric 7b: Implementation of ERO Enterprise 
Technology Solutions

Data Trend Q2 Q3

Target 1
IT projects on track; Q3 deliverables delayed 
for Entity Registration but expect completion 
by year-end 

Target 2 Processes and procedure for cost-benefit 
developed and under review

• How is it measured?
 Completion of ERO Enterprise IT projects for Entity Registration, data 

reporting (event analysis, misoperations, or TADS), and NERC’s public-
facing website

 Development of a method to measure and track the cost-benefit of ERO 
Enterprise IT projects
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Metric 7c: Implementation of Regional Entity 
Oversight Plans and NERC Adherence to the Rules 

of Procedure

Data Trend Q2 Q3

Target 1 Implementation of audit recommendations on 
track 

Target 2 NERC performing oversight in accordance with 
oversight plans 

• How is it measured?
 Implementation of the recommendations and schedule from 2016 audits
 Number of significant new noncompliance findings in NERC’s 

implementation of the Regional Entity oversight plans or adherence to the 
Rules of Procedure
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Metric 7d: Implementation of Action Plans in 
Response to ERO Enterprise Effectiveness Survey 

Results

Data Trend Q2 Q3

Target 1

Majority of a plans on track 

Actions plans for Registration items are behind
due to shifting priorities and plans will be 
adjusted accordingly

• How is it measured?
 Implementation of 2017 milestones identified in the action plans
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  Agenda Item 8 

Corporate Governance and 
Human Resources Committee 
Open Meeting 

 November 2, 2017 
 

Human Resources and Staffing Update 
 
Action 
Review 
 
Background 
The company is engaged in a multi-year human resources strategy focused on attracting, 
developing and retaining the staff needed to support the company’s long-term goals and 
operating plan. The company has seen continued success in attracting and retaining necessary 
resources, with a focus on building and maintaining the technical strength in core operating 
areas. 
 
Our primary investments target the development of existing staff, including training on 
leadership fundamentals, communications, and team-building. Performance management 
training in 2017 continued to strengthen employee development, empowerment, 
accountability and teamwork, and all staff received mid-year counseling sessions to provide 
feedback on progress towards performance goals. The officer team is engaged in ongoing 
coaching and leadership training, with coaching access extended to the next level of emerging 
leaders, succession candidates, and key teams. Managers are working with staff members to 
establish long-term training and development plans that take into consideration required 
competencies and developmental needs. In addition to coaching and classroom training, staff 
members have access to onsite tours of generation facilities, control centers, and substations, 
an online learning portal with over 6,000 modules, and periodic industry and technical training. 
 
Management continues to see signs of strengthening culture and continued overall workforce 
satisfaction and loyalty to the NERC mission. In response to its third climate survey, NERC 
launched action plans that target trust and transparency in communications with staff, regions, 
and stakeholders, and reinforcement of a correction and improvement culture. All staff have 
received additional communications and conflict management training in 2017 to provide 
common tools to promote this culture, including personality indicators training to understand 
personality styles.  Additional investments are planned for 2018. 
 
These significant investments in hiring, training, and leadership development are reaping 
benefits in NERC’s workforce through stability, enhanced performance, and additional 
opportunities for succession.  Staff attrition continues to trend downward, and, based on year 
to date activity, management continues to expect 2017 to be the lowest level of annual 
turnover since the Headquarters relocation to Atlanta in 2010.    
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